Best practices for designing
effective ethics programmes

How to fortify your ethics codes and training methods

Executive summary

The full report is available at: www.ethicalcorpinstitute.com/ectraining

Ethical Corporation Institute

MARCH 2009

Ethical

CORPORATION

INSTITUTE




BEST PRACTICES FOR DESIGNING EFFECTIVE ETHICS PROGRAMMES

Contents

FOTEWOIA .......oeeveeeieeeeieeceiee ettt e e teeetr e e e teeeebae e e baeeesbaeeesbasesssae s sbaeessaesssaeesssaeassaseassssenssaeeessaeenssaeenssaeessesnssseenn 5
Why ethics has re-emerged as a critical management issue, and how companies are responding
with the development of ethics policies and training programmes

ACKNOWLEAZEMENES ...ttt ettt et e et e e ste e bt e st e s beessae et esbaasseessseesaasssesnseesseesssesnseansaenns 5
EXECULIVE SUMMATIY ....oiiiiiiiieieiieeteete ettt ettt st e st s e e st e s st e st e sabe e st e s st e sbeesstesabesseesstesasessaesnsesasesssaenns 6
Section 1: Corporate policy development ...t as 8
1.1 The business case for having an ethics PoliCy...........ccoeiveririiniiiiie e 8

An analysis of the drivers behind developing an ethics programme

L2 VALUES fITSE ..ottt ettt s e st es et e st e st e e st e st e st e e s st e st e e be e s e e s be e aeesate s beennes 8
The need to base ethics programmes around a key set of corporate values and principles

Company insight 1: Samarco — changing comMpPany CULLUIE ..cc.ciievuieiriiiriiieeerte et ettt e s reeseeeessnnee s 9
1.3 What an effective ethics policy iNClUdes ...............cooiiriiiiiriit ettt 9
Issues typically covered by Codes of Conduct and charters of ethics ....ccceeeevveeecieieiieeccieeeee e 9
1.4 MANAZING Th@ PrOCESS ......ooiiiiiiiiiiiiieeete ettt e e st e s s te e e ste e s bbeesssae e s saeesssaessssaeassseesssseesssseesssseenns 11
Key steps in managing the development or revision of ethics policies, noting the importance of consultation
Company insight 2: Rio TiNt0 — reViSiNg itS COUE ..uiiimiiiiiiiieiieecie ettt e et e e te e e sre e e srae e s e e e s rae e sareesnenas 11
1.5 CULLUFAL FELEVANCE........oeeeeereeeeree ettt ettt eteeeeteeee e e eebaeeebeeestbeeessbaeeessaeesssaesssaeesssessseeessseesssaseesseeensssenns 11
Company insight 3: Tata — MUIICUEUIAL ETNTICS cuvviieieeieiieeciee et sre e e s svee e e e e s saae s avaesnns 12
Company insight 4: Rio Tinto — Global codes versus 10Cal COAES ....iivviiiriiiiiiiiiciiecieeecre e eeree s 12
Company insight 5: GDF Suez — tapping local KNOWIEAZE .....cccuvveeeiiieiiieeeeeceeetee et aee e 13
1.6 Developing an anti-CorruPtion POLICY .........coovviiiiiiiiiiiiiiiectecre et sere e s re e s s e e e ssbae s saeesnnas 13

An introduction to corruption as a business issue, relevant international standards and approaches to
developing specific internal policies to combat corruption

Textbox 1: What eXactly iS COMTUPTIONT ..iiuiiicieicieeieeieeetteste ettt s et s e s ae s be e s e e s bessaa e s s s e sbaesssesnseesseenssasnsens 13
Textbox 2: The top ten industries most affected by COrTUPTION ...ceoeviireiiiiriiiieeee e 14
Textbox 3: What does corruption 00k like in PractiCe? ......ccceeeeieiriieiniierniieeirieeerreeesreeesieesssreeesseessseesssnee s 16
Case study 1: Standard Chartered Bank — developing a specific anti-corruption policy .....cccccceeevvvevrvvereieenans 17
Section 2: Business ethics training............cccoovouiiieiieiineec e 19
2.1 Creating a corporate training Programme ...........ccccooieeieriiiinieriierteetee et es e et e sate st e ssseesatesseesseesasesaseas 19

Information on management roles and responsibilities, use of consultants, management time, key subject
areas, training frequency, training methodologies and contextual relevancy

P B Y 1o (o 1- Tl BRSSPSR 19
Company insight 6: Xstrata — training iN STAZES ....ccccvierrvieriiiiirriieeniteenireesreeesreessreessreesseeesssnesssaesssnes 20
2.1.2 CONSULLANES euvieiiiieieieeeiieeeste e sttt eerteessteessraeesteeessaeesssaeesssseesssaeasssseessseesnssaesssssesssseessseeessssesssseeensenes 20
b Wi T 1 [ UUPPRRRRRRNE 21
2.1/ SUDJECE @IBQA 1eiievieeiiiieccieeccteeecteee e e tte e s te e s e te e e tte e e tae e e saeeebeeeessaeeessaeeasseessseaassasensseesnseeesseesnseeanns 21
2.1.5 FreqUeNCY Of traiNING c.eeieiiieieeeee ettt ettt e e e et e s e st e s et e s aseesneeessnneesaneeesneeenns 21
2.1.6 IMEBENOAS ..ttt e st e s et e st e e s st e e st e et e e s b e e s s b e e et e e e st e e e nae e e steesraeeenras 22
Company insight 7: Rio Tinto — SCENAO trAINING ..ccccieieiiiiiiieiriieerte et eesreessre e s seeesssreessaesssneas 22
b Wy A 00111 () 4 SRR 23

Case study 2: Inter-American Development Bank — cultural adaptation ........ccceceeeevieereiieeniveeeccieesceeeennn. 23



BEST PRACTICES FOR DESIGNING EFFECTIVE ETHICS PROGRAMMES

2.2 AUAIEIICE ...ttt ceette e e eeette e e e e e bbeeeeeeabaeeeeeesbaeeeeesaas e e e e b e aeeeeaasaaaeeaasrrreeeasbareeeenrareeeenrrneean 23
Meeting the need for basic corporate-wide training as well as tailored training for specific employee
categories such as management leaders, at-risk employees, remote workers, ethics officers and suppliers

2.2.1 SENIOT MANAZEMENT . ccutiiierteeeterteeereeeteeteeereeetesreeereeste s seeestestesseeenaesasesereesnsessesseesnsesseseneesnsesane 24
Company insight 8: Coca-Cola — demonstrating senior management commitment ........cccecceerevueerrivennnnne 24
2.2.2 AL-TISK MANAZETS .neviieiieieiteeeteete ettt e et e et e st e e teeste s bt e s st e sbe s seesstesabesseesatesasesseesntesasessnsessesane 25
2.2.3 Hard-t0-reach E@MPLOYEES ....uviieiieieiieeciee et ettt eeee s e te e s ste e s rae e s sateessaeesbaeesssaesessaesnsseessssaesnsens 25
2.2.4 EEhICS OffICEIS ettt ettt st e st e st e st e e e ae e e e st e s e st e eenseesenneesneeas 26
Case study 3: Intel — putting business champions t0 WOIK......coeeuierrviiiieiiiniiieeeeeee e 26
2.2.5 SUPPLIETS weeeiieieeiiteeiteeeitesertteeeiteesste e e sttt e sesreessate s s stessssaessssaessssaesssseessssesssssesssssessseesssseesnseesssaessseees 27
2.3 TrAINING AELIVEIY ...ttt ettt ettt e st e s be e st e st e ssaesatessseesaesnsessasnssesnsenane 27
A description and evaluation of online and face-to-face approaches, plus information on training deliverers
b T B o 1o | SRS 27
2.3.2 TraiNiNG fAaCilIEATOrS weveeeeeiieeeeeeeee ettt e e et e e e e e rr e e e eeraee e e s nsaeeeeesssanaeeessssseeesnssseeeennnsnns 27
2.3.3 ONLINE ceerieeeeieee ettt ceeee e e e e rtee e e eeebaee e e e saaeeee e saeaeesassssaeesassasaeeesssaaeeannssaaeeeasseaeesassaeaeennnsnns 28
Case StUAY 4: NOVAtIS LaNd..cicuiiicieeeiieiccieecieeecteeereeesteeesteesetae e s reesssseeesaesssssassssesssssnesssseesnsseassssessnes 29
2.3.4 IN-PEISON TrAIMING .evviiiiieiiieeieiiiee e eerte e e eeerte e e e estee e e s s teeeeessaaeessesasaeeesesssaeeesssassaeesesssseeesensssseeessssnns 30
Textbox 4: A framework for decCiSioN-MAKING ....cccveerieerienierierntenieeseesteeste et e seesseeesreeseessaeessaesaeesaeesanas 30
2.4 MONIOTING trAIMING .....eeeieiieieec et e e s te e s e e e et e e sba e e e baeesssaessssaesssseessssessssaeansneens 31

Systems to track and evaluate participation and effectiveness of training programmes

2.5 TFAIMING COSES ..ottt eetee e e e ere e e e e e etbeeeeseetsaeeeeenssaeeesesssaaeeesssssaeeeanssasesensssnesesnnssneesannsns 31
Examples of positive outcomes from effective training programmes, the budgets required and the barriers
to success

2.6 TrAINING DENEFILS .......oeeeeieeeeee et etre et eeebee e e beeeetbeeessseeesseeesbseeessaeessseeenssaeessseessns 32
An examination of the positive outcomes derived from a successful ethics training programme

Section 3: Anti-corruption training in large companies.............ccocooeerierrecerirreiereeeese et 33
3L TIAINEE SELECLION ...ttt eeetre e e e e be e e e e e e sbeeeeseasaeeesessaaeeessssaseeeenssaseesessneeesnnns 33
Job functions typically identified as ‘at risk’ of corruption
Case study 5: Wal-Mart Brazil — multi-layered training.......ccceevveeeiiereniereiie ettt e e seeeenee 33
3.2 CoNEENt & AELIVETY ...ttt s st e s b e e s be s aeesseesbessaaesaees 34
Textbox 5: Sample scenario: conflict of interest — “We didn’t have this conversation” .......ccccceevvveeviveeinnenne 35
Textbox 6: Anti-corruption training: Merck, Q & A STYLE ..cecuieeierieriiiieieeieetest ettt e et e s re s beesseessesseens 36
Case study 6: Anti-corruption Vide0 traiNing .....cceeceeeeieerriiieeriieeeteeeiteestee st e s sreesereeessseesssaessaseesensaessasaesanee 36
Section 4: Stakeholder communications around ethics ...............ccoooveieieieieiecceeeeeen, 37
4.1 Internal COMMUNICALION ......cc.oiiiiiiiiiiiicciee et eectee e eereeee e e estreeeetaee e tbeeesaeesssaseesssaesssaeesssaeenssaenns 37
An assessment of the importance of an internal communications strategy on ethics and the tools to achieve it
4.1.1 ENgAging SENIOr MaANAZEMENT ..uuviiiiiieeeiiiieeeeiiiirrreeeeeeeeeeeeeeerrrraeeeeeeeeeessesesssssssssseesessssssssssssssssseseeesenns 37
Case study 7: Amec — communicating with senior ManagemeNt.......ccveecveeeeiieeecieeereeeere e eeeeeeereeenns 38
Case study 8: Intel — establishing an ethics portal for MaNAZEIS ..ccceevveeeieriieriierieeeee e 40
4.1.2 Communicating company wide With @MPlOYEES ....cccueeeriiiiriiiiirririerieeeteeere e e s ereesereessreesnee 39
Case study 9: Dell — ethics BlOZZING cecveireiiiriiiiiieiete ettt srr e e s e e s s aaessssaessaneessaseesnnns 40

Case study 10: Lockheed Martin — ‘INtegrity MIiNULE ....cciviieiriieieieerieeesre et essre e e e ssreeesaeessaaeessanessnnne 40



BEST PRACTICES FOR DESIGNING EFFECTIVE ETHICS PROGRAMMES

4.2 EXternal ComMmUNICALION ......cocuiiiuiiiiiiiiiicecec ettt re ettt e s ae s ae et e e ae e aeasaeesseessnesnnas 41
An overview of communication practices oriented towards external stakeholders
4.2.1 Effective external COmMmMUNICAtIONS ....ciiicciieeeeciieee et e e e rtre e e e rree e e e e naeee s e raeeeesensseesennsnaeennns 41
4.2.2 Tools for external COMMUNICALIONS ...uvveeiieeirieeecciteeeceecree e eeere e e eeeerrreeeeesrreeeesnsaeeeeesssneeeesenssnaeennnns 42
TAbLE 12 XSTIAtA Gl .uvvreeieeeieieeeeecieeeeeeetee et e e eeereeeeeeetreeeeeesseeeeeeessaeeeseessseseessssseeesasssaseeesssssseesnssnneennnns 43
Case study 11: Shell — telliNg it @S 11 IS weieevieeeiieieiieeeiee et et e e cre e e tee e e steeeebee s raeeesraeesssaeesssnessnnes 44
Section 5: How big firms manage successful compliance...............cocoovvveeienreecineceeeeeceeeeeeeeea 45
5.1 Best practices in monitoring and auditing ethics programmes...............cocceeviiriiiriirniinnennecee e 45
Internal audit and external due diligence to ensure the implementation of ethics programmes
Text box 7: What business executives have to say about monitoring corruption ......ceceeeeereenveerseeseenseensnenns 46
5.2 DU AIlISENCE ...t e et e e e te e s te e e st e e s ba e e e aa e e s aae e e s bae e rbaeesataeenraeeenraeeenres 46
Tools for employees to report non-compliance, together with investigation and disciplinary measures
Case study 12: Wal-Mart Brazil — background checks on SUPPLEIS ..cccievvieeeiieeieriierieerieere e e eee e esee e 47
Case study 13: Consultant for multinationals — carrots not sticks in China ........cccoeeceerriiiinveennieeniieeenrieeneee 47
5.3 EMPLOYEE FEPOTTING......oooiiiiiiieeeeteee ettt ettt st s et e s b e s bt s st e st e sbeesatessesesaesasenane 48
Text box 8: Whistleblower Protection under Sarbanes OXIEY .......cecveeeeeeieriiernieniieeiieentesireeseeneessreesreesvesaeens 48
Appendix A: Code of Conduct training @XamPLES .........ccc.coviieiiieiiieiieeeeeeeere et ae e e ree s ae e saeesaeas 50
REFEIBINCES ...ttt et e et e et e et e st e e b e e st e s et e sa e e s s e e seesseessse e seasssaesseansaasssaesseanssesnseenses 52



BEST PRACTICES FOR DESIGNING EFFECTIVE ETHICS PROGRAMMES

Foreword

‘N Iriting a Code of Conduct is easy. Producing a
relevant, credible, useable Code of Conduct
presents challenge.

Enron is a case-in-point for corporate malfeasance
and the failings of the former approach. In 2000, the
US conglomerate unveiled its new 64-page Code of
Ethics. An introductory note from former chairman
Kenneth Lay reminds all Enron employees that they
are responsible for meeting “all applicable laws and in
a moral and honest manner”. The history books
record just how far the company missed its stated
aspiration. Former employees are now selling the
booklet on Ebay.

As trust in the business sector declines across the
world, large companies are at pains to show that they
‘walk the talk’ when it comes to ethics. Well-managed
companies are aware of changing societal expectations
and are developing or revising their ethics codes to
meet these. Others are forced to begin on the back foot,
only being prompted into action once costly and brand-
damaging incidences of internal misconduct occur.

The legislative environment acts as an additional
driver. The introduction - and the strict enforcement
- of the Foreign Corrupt Practices Act in the US, for
example, has put anti-bribery measures on the map
for US-based international companies. Voluntary

Acknowledgements

standards, such as the OECD Guidelines for multina-
tional and the UN Global Compact, are having a
similar impact.

Developing an ethics policy represents no small
undertaking, but all too often companies mistake the
process as an end in itself. This is not the case. As a
management tool, even the best Codes of Conduct
and ethics charters are redundant without an effec-
tive process to implement them.

Implementation can take several forms, from basic
internal communications through to exacting
compliance procedures. By far, the most effective tool
is training. Today, most large companies offer some
degree of ethics training or awareness raising.
Traditionally, most companies presumed it was
sufficient to oblige employees to sign a compliance
agreement. Enron was a case in point. Again,
history demonstrates the weakness of the theory
in practice.

In summary, this report shows the reader how big
companies around the world are considering and
managing these vital issues around corruption.
Anyone interested in further information should
contact: Pamela Muckosy, Research Manager at
pam.muckosy@ethicalcorp.com or call customer
services at +44 20 7375 7500.

Ethical Corporation Institute (ECI) is grateful to Oliver Balch for leading this research.

We would also like to thank the leading ethics practitioners and industry experts who shared their expertise and insights
with ECI for the purposes of this report. The list of contributing companies, service providers and non-profit institutions
includes: AMEC, Anglo American, BAE Systems, BG Group, Coca-Cola, Dell, Institute of Business Ethics, Ethics &
Compliance Officers Association, Fluor, GDF-Suez, Integrity Interactive, Intel, Inter-American Development Bank, Lockheed
Martin, LRN, Merck, Rio Tinto, Samarco, Scandic Sourcing, Suez, Tata Power, Transparency International, Wal-Mart Brazil,

Xstrata, among others.

Likewise, we thank sustainable development consultancy Matrix Plus for its valuable contribution during the research

phase of this report.
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Executive Summary

Guidance and training will be provided to all
employees and, where necessary, third parties on the
global standards and their practical application, partic-
ularly in areas of high risk. An appropriate balance will
be struck between using compliance-based, legalistic
terms and those based upon the application of core
principles explained in everyday language.

Extract into the independent report by the Woolf
Committee on actions BAE Systems should take to
improve its ethics standards after a major scandal
— Note 2.27, Woolf Report, 2008

ompanies’ ethical policies have historically
Ccomprised extended lists of ‘dos’ and ‘don’ts’.
Many still do. Naturally, ensuring compliance with
existing rules and legislation represents a basic
requirement of any ethics policy. Employees should
be provided with a clear explanation of their own
legal obligations and the liabilities of the company.

However, leading corporations are beginning to
rethink the traditional compliance-based approach.
Codes of Conduct and their equivalents are increas-
ingly viewed as management instruments for creating
a widespread ethical culture throughout an organi-
sation. This is especially true in Europe, where the
emphasis on US-style compliance is less entrenched.

By effectively communicating the company’s
values, employees should be better equipped to
discern appropriate paths of action while acting on
behalf of the company. Building a values-based
culture also prompts employees towards positive
behavioural patterns, such as reporting suspicions
of malpractice or creating a respectful working
environment.

Codes of Conduct vary hugely in content and
length. Some run as short as a few pages. Others
extend over a hundred. There is no ideal format.
Ethical policies should reflect a company’s vision and
values, its goals and its business activities. That much
is clear. Beyond that staple advice companies can and
do approach the task very differently.

Despite variations in practice, ECI's research
reveals some commonalities. Most ethics statements
begin with a general description of the values and
corporate culture to which the company aspires.
Similar core topics are also addressed. These include
issues such as anti-competition, anti-bribery, conflicts
of interest, financial probity, record keeping, privacy
and intellectual property.

Codes of Ethics cannot be written in isolation. It is
important that they reflect stakeholder expectations as
well as the company’s own values. Wide-ranging
internal and external consultation is therefore a critical
step when developing an ethical policy. Many compa-
nies also choose to undertake an internal risk assessment
to ensure they have all the pertinent issues covered.

Corruption has emerged as a dominant theme in
the ethics agenda over recent years. An estimate $1tn
is lost in the payment of bribes every year, adding to
operating costs and distorting market efficiency. ECI
finds that companies are increasingly expanding their
existing statements on anti-corruption to produce
stand-alone policies.

Training is clearly an integral part of any ethics
implementation programme. Online training has
emerged as the most widely used form of training
over the last five to ten years. Web-based training
boasts a number of considerable benefits. Companies
are able to ensure all employees receive basic training,
while simultaneously guaranteeing that such training
is uniform and consistent. Ethics departments can
also track employee participation closely. Although
set-up costs are not cheap, the expense of rolling out
online courses is found to be considerably cheaper
than face-to-face training.

Online training is not, however, a complete
solution. All the companies interviewed for this
report use additional, face-to-face training to address
specific ethical issues. All the companies interviewed
for this report have additional, face-to-face training to
address specific ethical issues. These are often
targeted to senior leadership, managers and
employees in ‘at-risk’ functions. In-person training
takes many forms, from classroom settings and
workshops, through to staff meetings and leaders
speeches. Training is shown to be most effective
when multiple methods are employed.

Most companies make mandatory training on core
aspects of the ethics policy, such as a Code of
Conduct, once a year. Specific training on anti-
corruption is also commonly provided for at-risk
employees on an annual basis. Many companies
integrate additional issues into their annual training
requirements. These can change from year to year.

ECI’s survey of leading companies identified a
dozen additional subjects that frequently appear on
the list of non-mandatory training courses. Though
by no means exclusive, the list includes: privacy and
data protection; competition law; conflicts of interest;
anti-corruption; insider training; records manage-
ment; privacy and data protection; anti-trust; human
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rights; due diligence of suppliers and contractors;
political donations; and export compliance.

Alongside the development of ethics policies,
cultural relevance is a key issue to the success of
ethics training programmes. Companies should not
modify their values because of different cultural
contexts. However, they should (and do) adapt the
content of training courses accordingly. A basic
requirement is to ensure the material is translated
into the local language. This entails considerable
expense, but is vital to success. Many companies draw
on their in-country ethics officers to advise on
training scenarios that resonate with a local audience.

Successful ethics training comprises more than the
transmission of information about standards and
policies. Best-of-class companies use ethics training to
build an ethical corporate culture. The use of
scenarios is perceived as one of the most effective
ways of changing employee behaviour and thereby
achieving this end. Other popular methods include
problem solving and roll-plays.

Ethics training will only be effective if employees
perceive that the company’s leadership express

consistent support for the organisation’s standards.
Establishing a communications strategy that embeds
this value among all employees is essential. The chief
executive must reinforce his or her commitment first
to the board, and then to senior management, line
management and so forth. Such a cascade approach
requires ethics messaging to be tailored for a
company’s respective audiences.

Compliance can act as an additional communica-
tions tool. As one ethics practitioner puts it
“Knowing that the manager down the hall got sacked
for breaching the ethics code doesn’t half train the
mind.” Most large companies operate a helpline or
whistleblower phone line and/or email to facilitate
employee reports of misconduct. These are often
operated by an independent third party, although
follow-up tends to be conducted internally by the
ethics or legal departments.

In addition to investigating accusations of miscon-
duct, companies frequently carry out ‘spot’ audits to
verify if the ethics policy is being implemented. Exit
interviews represent perhaps the best means of gauging
the real ethical performance of an organisation.
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